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FACT Act Overview
(Fair and Accurate Credit Transactions Act of 2003)

§ Requires financial institutions and “creditors” to:

— Develop and implement a written identity theft
prevention program to detect, prevent, and
mitigate identity theft in connection with the
opening of certain accounts or certain existing
accounts.

§ Compliance Date November 1, 2009?

§ Regulatory Examination “Raised Bar” of

— Applies to financial institutions and creditors Red Flags and Monitoring

that hold “covered accounts” for which there is a

. . . Management to Assess ldentity Theft Risks
“reasonably foreseeable risk of identity theft™. - o

Active Monitoring Red Flag Programs

) Governance requirements
§ A “covered account” is:

w w W W

Reporting requirements
— An account primarily for personal, family, or

household purposes, that involves or is designed
to permit multiple payments or transactions.

— Any other account for which there is a
reasonably foreseeable risk to customers or the
safety and soundness of the financial institution
or creditor from identity theft.
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FACT Act Overview
(Fair and Accurate Credit Transactions Act of 2003) (continued)

§ Creditor: “Any person who regularly extends, renews, or continues credit;
any person who regularly arranges for the extension, renewal, or
continuation of credit; or any assignee of an original creditor who

participates in the decision to extend, renew, or continue credit” (source:
ECOA).

§ Provides guidelines to assist in developing and implementing an identity theft
prevention program:

— “Red flags” are defined as “patterns, practices, and specific forms of
activity that indicate the possible existence of identity theft” — e.g., use
suspicious address (prison address), Account statements mailed to the
patient that are returned repeatedly as undeliverable address, etc.

— Rule provides examples of “red flags” that help to form the program
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FTC’s #1 Consumer Compliant

eFederal Trade Commission (FTC) reported that 1 in 6 Americans will be a
victim of identity theft in 2008

The FTC estimated, based on overall identity theft statistics, that medical
identity theft cases numbered 3 percent of all identity theft cases. That'’s
about 250,000 cases a year, at a conservative estimate.

\What do Providers Have of Value?
« Personal Identifiable Information (Name, Address, DOB, SS#)
* Insurance Information

 Credit Card Numbers

Medical Identity Theft: Medical identity theft occurs when someone uses an individual’s identity
information to make false claims for medical services or goods

*Source: : http://www.worldprivacyforum.org/pdf/wpf medicalidtheft2006.pdf
http://www.healthchareitnews.com/
http://ezinearticles.com/?2008-Identity-Theft-Statistics-and-Several-Ways-to-Prevent-ldentity-Theft&id=1385242

http://itknowledgeexchange.techtarget.com/cisa-cissp/medical-identity-theft-new-to-me-and-scary/
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Red Flags Identity Theft Examples?

e There’s no standard checklist.

e Supplement A to the Red Flags Rule — available at ftc.gov/redflagsrule — sets out some
examples

Health care providers related examples from the FTC’s web site include:

“Suspicious documents. Has a new patient given you identification documents that look
altered or forged? Is the photograph or physical description on the ID inconsistent with what
the patient looks like? Did the patient give you other documentation inconsistent with what he
or she has told you — for example, an inconsistent date of birth or a chronic medical condition
not mentioned elsewhere? Under the Red Flags Rule, you may need to ask for additional
information from that patient.

- Suspicious personally identifying information. If a patient gives you information that doesn’t
match what you’ve learned from other sources, it may be a red flag of identity theft. For
example, if the patient gives you a home address, birth date, or Social Security number that
doesn’t match information on file or from the insurer, fraud could be afoot.

e Suspicious activities. Is mail returned repeatedly as undeliverable, even though the patient
still shows up for appointments? Does a patient complain about receiving a bill for a service
that he or she didn’t get? Is there an inconsistency between a physical examination or medical
history reported by the patient and the treatment records? These questionable activities may
be red flags of identity theft.

- Notices from victims of identity theft, law enforcement authorities, insurers, or others
suggesting possible identity theft. Have you received word about identity theft from another
source? Cooperation is key. Heed warnings from others that identity theft may be ongoing.”
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If Red Flag is Detected, Planned Responses to prevent or mitigate identity
theft:

For example :

Ensure that information relating to the identity thief is not commingled with
victim information

Contact the insurance carrier to prevent the misuse of stolen information
Notify the patient of any potential fraud

Change account numbers

Notify law enforcement

Delay billing the consumer until completion of investigation

Source: Red Flags Presentation at HFMA by Susan Gindin, Attorney Isaacson Rosenbaum P.C. sgindin@ir-

law.com
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FIGHTING FRAUD
— WITH THE RED FLAGS RULE

A How-To Guide for Business
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The Red FTags RuTe Are you complying with the Red Flags Rule?
The Red Flags Rule requires many businesses and organizations to
W implement a written Identity Theft Prevention Program designed to detect

the warning signs - or "red flags” - of identity theft in their day-to-day

ml'_ operations. Are vou covered by the Red Flags Rule? Read Fighting Fraud with
the Red Flags Rule: A How-To Guide for Business to:
Related Topics

¥ Find out if the rule applies to your business or organization;

« Get practical tips on spotting the red flags of identity theft, taking steps
to prevent the crime, and mitigating the damage it inflicts; and

¥ Learn how to put in place your written Identity Theft Prevention
Program.

By identifying red flags in advance, you'll be better eguipped to spot
suspicious patterns when they arise and take steps to prevent a red flag
from escalating into a costly episode of identity theft. Take advantage of
other resources on this site to educate vour employees and colleagues about
complying with the Red Flags Rule.

A How-to Guide Getting Red Flags Do-It-Yourself

for Businesses Ready Video Template for Low-
1 Risk Businesses
aae
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Identity Theft Program Elements

Financial Institutions and creditors that offer or maintain
one or more “covered” accounts, are required to develop
and provide for the continued administration of a written
program. This program should detect, prevent, and
mitigate identity theft in connection with the opening of a
covered account or an existing covered account. Each Corporate
program should be developed according to the size and Governance
complexity of the financial institution or creditor and the
nature and scope of its activities.

“Increased requirements of oversight of service provider
arrangements” — for detection and reporting of identity
theft. Policies and Procedures

Risk Assessment and Compliance

Training and Awareness

Reporting

Components of an Identity Theft Program
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Key Internal Identity Theft Activities by Element

Corporate governance

Policies and procedures

Risk assessment and
compliance

Training and awareness

Reporting
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Provide for the continued administration of the program
Approve the initial written program
Exercise appropriate and effective oversight

Program should incorporate an entity’s current procedures that control foreseeable risks to customers and entity
Identify risk factors
Identify sources of red flags and categorize red flags

Consider types of covered accounts entity offers or maintains
Consider third party providers processes and monitoring
Methods entity provides to open its covered accounts

Methods it provides to assess its covered accounts

Take into account entity’s previous experiences with identity theft

Consideration of numerous legal requirements, such as suspicious activity reporting

Consideration of notification from customers, third party service providers, reporting agencies, etc., of potential
fraud

Staff must be trained to effectively implement and administer the program

Report_to board of directors, appropriate board committee, or senior executive management on compliance at
least annually

Report should address effectiveness of program in addressing ID theft risk
Assess service provider arrangements and ID theft incidents and management’s response
Recommendations for material changes to the program



Approach for Developing Program

#1
#2

#3
#4

Aboutthe Program

Governance Process (R&R,
Training, Monitoring, Reporting,
Program updates, etc.)

Applicable Red Flags
Respondingtored flags
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Questions?

Contact Information:

Raj Mehta

Partner

Security and Privacy
Deloitte & Touche LLP
+1 713 982 2955
rmehta@deloitte.com
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Deloitte refers to one or more of Deloitte Touche Tohmatsu, a Swiss Verein, and its network of member
firms, each of which is a legally separate and independent entity. Please see www.deloitte.com/about for
a detailed description of the legal structure of Deloitte Touche Tohmatsu and its member firms. Please
see www.deloitte.com/us/about for a detailed description of the legal structure of Deloitte LLP and its
subsidiaries.
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