








FEATURE STORY

A TEMPLATE FOR
ORGANIZATIONS
WITH LOW RISK FOR
IDENTITY THEFT

The FTC has posted
ado-it-yourself
template to help
“low-risk” organizations
create an appropriate
program to comply with
the “red flags” rule. To
access this template,

go to fte.gov/bep/edu/
microsites/redflagsrule/
RedFlags_forLowRisk
Businesses.pdf.

Periodic updating. The program must provide a
plan for periodic updating of the program (for
example, to determine whether it is working and

address any new means of identity theft).

Board approval. The initial written program must
be approved by the board of directors or a board
committee. If the entity has no board, the plan
must be approved by senior management. The
board, board committee, or senior management
must also oversee implementation and adminis-
tration of the program, review program reports
(which must be prepared by staff annually), and
approve significant program changes.

The FTC does not expect a “one-size-fits-all”
approach to compliance. The program should be
appropriate to the healthcare provider's size,
operations, and potential risk. A small medical
group that knows its patients could have a
streamlined and much less complex program
than a hospital. In fact, the FTC has posted a do-
it-yourself template to help such “low-risk”
organizations create an appropriate program
(available at fte.gov/bep/edu/microsites/red -
flagsrule/RedFlags_forLowRiskBusinesses.pdf).

What About HIPAA?

In some respects, the privacy and security require-
ments under the Health Insurance Portability and
Accountability Act (HIPAA) overlap the red flags
rule’s requirements. The FTC maintains, however,
that the rule picks up where HIPAA's data security
requirements leave off, so providers still must have
ared flags program.

In her Feh. 4. 2009, letter to the AMA, the FTC's

Eileen Harrington explained:
A comprehensive approach to combating med-
ical identity theft . . . must include measures
aimed not only at preventing the compromise
of patient information, but also at preventing
or mitigating the misuse of that information if
it is compromised. The Rule is designed to pre-
vent identity theft primarily by ensuring that
organizations are alert to signs that an identity
thief is using someone else’s identifying infor-

mation fraudulently to obtain products or
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services, including services such as medical
care. Thus, the Red Flags Rule generally com-
plements rather than duplicates the HIPAA

data security requirements.

Why Is Compliance So Important?

The initial written program, reports, and any
decisions made regarding the program must be
well documented. The current penalties for fail-
ure to comply with the red flags rule include fines
of up to $2,500 per violation and regulatory
enforcement actions. There is also a risk of harm

to the organization’s reputation.

There are benefits to compliance. The rule will likely
become a standard of care for appropriate handling
of consumer information. Also, a provider’s well-
documented and compliant program will be helpful
if the organization is ever implicated in the identity
theft of one of its patients.

Finally, it's important to remember that the rule’s
focus is to prevent identity theft in the first place,
and such prevention also benefits organizations
that are required to have a program in place.
After all, the goal of the identity thief is to avoid
paying altogether. An effective identity theft pro-
gram will help an organization avoid providing

services to those who have no intention to pay.

The final compliance deadline is fast approach-
ing. It is therefore critical that hospital financial
leaders be able to answer two questions without
hesitation: Does my organization qualify as a
“creditor” under the red flags rule? And, if so,
what steps has my organization taken to ensure
compliance by Aug. 17 Any uncertainty about the
answers to either of these questions means it is

time for quick action. ®
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